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Abstract—Microarchitectural side channels raise severe se-
curity concerns. Recent studies indicate that microarchitecture
security should be examined holistically (rather than separately)
in systems. Although the effects of performance optimizations on
side channels are widely studied, the impacts of integrating secu-
rity mechanisms intended for other threats on microarchitecture
security are not well explored.

In this paper, we perform the first side channel exploration
in secure processor architectures that offer data confidentiality
and integrity protection through hardware. We investigate mi-
croarchitecture security in the design space of secure processors
and identify unique properties in the underlying metadata man-
agement schemes, which can be leveraged for new information
leakage attacks. We present Metaleak, an end-to-end side
channel attack framework that exploits timing variations due
to metadata maintenance to exfiltrate program secrets in secure
processors. Particularly, we present two variants of the attack:
MetaLeak-T that exploits the sharing of integrity tree metadata,
and MetaLeak-C that manipulates counter metadata states. Our
evaluation first shows highly accurate covert communication
using the security metadata that can operate across cores
and sockets without explicit data sharing. We further perform
extensive side channel case studies on state-of-the-art secure
architecture designs as well as the SGX processors. Our results
show that MetaLeak can successfully exfiltrate program secrets
(up to 97% accuracy) from image-processing application and
cryptographic software running in enclave. Our study indicates
that the fundamental metadata mechanism is the root cause
of the leakage, which necessitates the use of leakage-taming
techniques in future secure processors. This work highlights the
need to synergistically understand microarchitecture security, as
new security mechanisms are integrated.

Index Terms—Microarchitecture security, Side channel, Secure
architectures, Trusted execution environment, Metadata

I. INTRODUCTION

Information leakage through microarchitectural attacks has
raised critical security concerns in modern and emerging com-
puting systems [1]], [2], [3[I, [4], [5], (6], [7], [8]]. These attacks
can exfiltrate secretive data by modulating microarchitectural
states (e.g., cache occupancy) during a victim program’s
execution. While a plethora of prior works have studied side
channel vulnerabilities in existing processor components in-
dividually, recent advances have shown that microarchitecture
security cannot be considered as a standalone problem [9],
[10]. As the community increasingly advocates for secure-
by-design architectures and proposes deploying more security
countermeasures from different aspects into hardware, it is crit-
ical to understand the composability of security. Specifically,

how does the introduction of certain security mechanism for
one threat reshape the hardware attack surface of another?

Alongside the efforts to enhance microarchitecture secu-
rity, trusted computing has rapidly gained attention in re-
cent years due to the growing concerns of trust in remote
computing platforms (e.g., cloud computing). Under such a
threat model, adversaries can launch privileged software or
physical attacks to compromise program data either in transit
or at rest [11], [[12f], [13]. State-of-the-art trusted computing
mechanisms employ secure processor architectures [12], [13]],
[14], [15], [16], [17] that take the CPU as the root of trust
(e.g., trusted execution environment or TEE) and provide
robust data protection through hardware. Best practices of
secure processors perform encryption and integrity verification
with the help of processor-maintained security metadata [[12].
Variants of such approaches are adopted in commercialized
solutions (e.g., Intel SGX [[11]]), where off-chip data security is
safeguarded inside an enclave. Although there have been many
studies on microarchitectural attacks and secure processor
architectures alone, the security impact of supporting secure
architectures on microarchitectural information leakage has
not been well understood. Note that while prior works have
investigated SGX side channels [18]], [19], [20], [21]], [22],
[23]], they primarily focus on exploring elevated side channels
due to attackers’ capability of privileged access, rather than
identifying new leakage vulnerabilities within the underly-
ing architectural mechanisms in secure processors. With the
increasing demand for both on-chip and off-chip security,
understanding the interplay between microarchitecture security
and secure processor designs becomes imperative.

This paper explores microarchitecture security vulnerabil-
ities in secure architectures. We systematically examine the
design space of secure architectures in both state-of-the-
art academic proposals [12], [14], [15]], [16], [24] and the
commercial-off-the-shelf SGX hardware [11]], [25]]. Our inves-
tigation reveals the key finding that the fundamental meradata
management mechanism introduces new on-chip information
leakage threats. Firstly, unlike in conventional architectures,
memory accesses in secure processors exhibit abundant and
highly distinguishable slow/fast paths due to the complicated
interactions with metadata. Secondly, certain types of metadata
(i.e., integrity tree counters) are incremented along with data
block writes, which would introduce tremendous variations in
memory accesses upon overflow. Finally, the use of metadata
by design enables implicit sharing of memory (i.e., integrity



tree blocks) across domains, leading to side channels through
metadata even when regular data sharing among untrusted do-
mains is prohibited (e.g., to defeat shared memory attacks [3]]).

Based on the above observations, we present Metal.eak,
a novel side channel framework in secure processors that
exploits the secret-dependent metadata access, in contrast
to data access primarily targeted in prior microarchitectural
attacks [2[, [3], [26], [27]. We design two variants of this
attack, namely MetaLeak-T and MetaLeak-C. MetalLeak-T
infers program secrets (e.g., in enclave) by monitoring vic-
tim’s accesses to the shared integrity tree nodes using a
new exploitation technique-mEvict+mReload. Since se-
curity metadata cannot be directly accessed from software,
mEvict+mReload generates carefully curated data accesses
to exercise the desired integrity verification path indirectly.
Differently, MetalLeak-C manifests as a write-observing leak-
age channel that identifies the timing differences in counter
metadata maintenance through counter preset and overflow
(i.e., mPreset+mOverflow). We first demonstrate covert
channels capable of communicating across cores and sockets
using both attack variants, which achieve above 99.3% bit
accuracy. We then conduct side channel case studies in both
academic designs [12], [[14] and the commercially-available
SGX processors, targeting real-world applications. Notably,
under the state-of-the-art secure processor design [12], [[14]],
Metal.eak manages to recover input images from a libjpeg-
based image-processing program with high fidelity (up to 97%
stealing accuracy). We further launch Metaleak attacks against
libgcrypt and mbedTLS based cryptographic software
running in SGX enclaves. Our results show that Metaleak can
successfully exfiltrate cryptographic secrets with up to 91%
accuracy. Finally, our investigation reveals that the identified
vulnerabilities are uniquely tied to the underlying compo-
nents in secure processors, which can render mainstream side
channel mitigation ineffective (e.g., hardware obfuscation and
partitioning [28]], [29], [30], [31], [32]], [33[], [34]). Our work
highlights the need to rethink secure architecture designs for
microarchitecture security. In summary, the main contributions
of this work are:

We highlight the importance of understanding microar-
chitecture security as systems are integrated with trusted
computing mechanisms for data confidentiality and in-
tegrity protection.

We investigate and characterize the secure processor
architecture design space, alongside on-chip side chan-
nel exploitation in state-of-the-art designs. We identify
unique properties that expose new attack surfaces for
information leakage in secure processors.

We present Metaleak, the first side channel attack
framework that exfiltrates secrets by exploiting security
metadata. We build two variants of attacks: MetalLeak-
T that can manifest cross-core and cross-socket without
the need for explicit data sharing; and Metal.eak-C, the
fine-grained write-based channel through counter states.
We implement two covert channels attacks, demonstrating

high bit rate (MetaLeak-T) and accuracy (MetaLeak-C).
We perform three case studies of MetalLeak side channels
that can accurately infer secrets from real-world appli-
cations including image processing and cryptographic
software. We demonstrate successful exploitation in both
academic designs and real systems with Intel SGX.

We discuss the unique challenges in architectural design
that must be addressed to defend against MetalLeak. Our
work highlights the need to rethink secure processor
designs to sustain microarchitecture security.

II. BACKGROUND AND RELATED WORKS
A. Microarchitectural Attacks and Defenses

Microarchitectural side channel attacks are a form of in-
formation leakage attack where an adversary establishes il-
licit communication through modulating microarchitectural
states that influence the timings of instruction executions
(e.g., latency). These attacks typically consist of manipulating
microarchitectural state changes dependent on secretive data,
and inferring the secrets based on microarchitectural state
observations. With extensive studies of microarchitectural side
channels over the past decade, it is evident that hardware
performance optimization techniques are one of the underlying
causes of these vulnerabilities. Examples of such exploited
performance-enhancing techniques include caching [2], [3],
[27], [35]], branch prediction [6], [7], [36], memory optimiza-
tions [37], [38]l, [39], [40], [41], and speculative execution [5]],
[36], [42]]. These attacks significantly compromise on-chip
data security. To mitigate microarchitectural timing channels,
many defensive mechanisms have been proposed [43], [44],
[45], [46], [47], [48], [49]. These works generally fall into
the following categories: i) obfuscation-based approaches [28]],
[43], [46], which randomize the accesses to certain microar-
chitectural components (e.g., address-to-cache set mapping)
to disrupt timing observations, and ii) isolation-based ap-
proaches [30], [31], [32], [33[I, [34], which employ spatial
or temporal partitioning of shared hardware resources. In
addition, timing channel detection mechanisms audit shared
hardware resource usage for potentially malicious access pat-
terns (e.g., periodic contention) [35], [44], [50], [S1], [52].
Nonetheless, new attack variants are regularly published that
can bypass current defenses [4], [46[], [53], [54]. To ensure the
security of future systems, it becomes crucial to understand
microarchitectural security in a holistic manner by meticu-
lously exploring the interplay among different microarchitec-
tural mechanisms.

B. Secure Processor Architectures

Hardware-based threats on off-chip data span two categories
that can severely compromise security: i) data stealing (e.g.,
bus snooping [[55[] and cold boot attacks [56]]), and ii) data tam-
pering (e.g., transient faults [57]], [58]] and physical memory
manipulation [59]). These attacks motivate the hardware and
architecture community to design secure processor architec-
tures. In this pursuit, treating the processor as the root of trust
has gained significant attention. Typically, secure processors



Fig. 1: Overview of secure processor architecture. ~ Fig. 2: Metadata structure in representative secure processors.

protect data con dentiality and integrity by incorporating dh€ Presence of data spoo ng. This can be further augmented
security engine on-chip [12], [13], [15], [60]. The processo?y addm_g_the block address into the MAC generation to dgtect
encrypts plaintext data blocks and stores them in memory @@ splicing attacks [66]. However, MAC-based authentica-
ciphertext, together with encryption and integrity veri catiorfion cannot defend againstata replay attackshat replace
metadata. When data is read from memory, the cipherté%@"ed data and MAC captured at a previous time. To further
blocks are decrypted and checked for potential tamperir@ﬁted data replay, _the processor essenually.he_xs to I_<eep track
These hardware security primitives in secure architectuf@san untampered digest tfe whole memoryThis is achieved
serve as the foundation for commercial processors featurify additionally maintaining an integrity tree (e.g., tree of
TEE, such as Intel SGX and AMD SEV [11], [61], [62]_hashes) constructed over memory data, with the root of the tree
Figure 1 shows an overview of state-of-the-art secure proces&ijfays kept on-chip [69], [70]. Using the integrity tree, any
design. The key components are: off-chip data manipulation (including data replay) will result
in a mismatch eventually with the tree root. Note that secure
: . . rocessors can also integrate ECC [15] in memory, which
ically performed using state-of-the-art block ciphers Sug‘becializes in error correction rather than tamper detection.

as AES [63]. To offer a strong con dentiality guarantee ecent works show the possibility of deriving version counters

hardware-based encryption mechanisms must ensure that0t -echip and eliminating the need for tree-based metadata in

same data content wrl_'qen to the memory maps to differe 6main-speci c accelerators [24], [71], [72], [73]. However,
ciphertexts (e.g., to mitigate known-ciphertext attacks [64

. - . X ese techniques are mainly designed to protect workloads that
While there exist various encryption modes (e.g., AES eleﬁ- q y g P

. S X avedeterministic and unifornmemory access patterns (e.g.,
tronic codebook [65])counter-modencryption is particularly machine learning). The integrity tree is still the most effective

appealing in secure processors. With such techniques, a S§&Y to ensure data freshness in general-purpose computing.

is applied in the block cipher to generate a unique One't'meWhiIe secure processors provide off-chip data security, their

pad (OTP). Data in a block is then XORed with the OTP fOﬂiesigns have not considered on-chip security, particularly with

eptt:tr]yp'zljoTrLaer defcryptlgin. 1;0 enajrekthe tentw_poral unlquetngggpect to microarchitecture security. To holistically under-
ot the (i.e., for writes to a block over time), a coun &tand the overall security landscape of modern processors, it

(e.g., for each plock) Is used as part (.Jf the seed, V\./h'Ch IS INCIE ritical to explore how secure processor architecture designs
mented each time for a new encryption. Meanwhile, to ens éoact microarchitectural information leakage
! .

OTPs are uniqgue among different blocks, the block address
further added as a seed component. Counter-mode encryption [1l. THREAT MODEL

improves security and offers high performance by effectively \ve assume that an adversary attempts to ex ltrate sensi-
hiding the cryptographic operation (OTP generation) from th§e information from a victim process via microarchitectural
critical path of memory reads. Figure 2 illustrates the countefiiacks. To protect against adversaries with the capability of
mode encryption in secure architectures where encryptigRcessing/probing machines physically (e.g., bus snooping and
counters are maintained in memory [12], [14], [66], [67].  cold boot attacks [55], [56]), state-of-the-art secure processors
Data Integrity Veri cation. Memory data is vulnerable to are deployed in the systems [12], [14]. We use a general threat
various forms of tampering, including: i) data spoo ng thamodel considering various use cases of secure processors.
directly alters data, ii) data splicing where values from tw8peci cally, conventional secure architectures assume that
memory locations are swapped, and iii) data replay in whi¢the operating system (OS) is trusted and the attacker only
older data of a block is used to replace its current valumanifests as unprivileged userspace processes. Under a trusted
Conventionally, data integrity is protected through an authenéixecution environment (e.g., SGX), the OS can be maliciously
cation mechanism using message authentication codes (MA®htrolled. In such a scenario, the attacker may have privileged
based on keyed hash [68]. The MAC is loaded along with itontrol of victim's process such as ne-grained stepping [25]
data block from memory and checked with the re-computeshd execution replay [22]. We further assume read-only data
MAC from the loaded block. A detected mismatch indicatesharing between the attacker and victim processes (e.g., shared

Data Con dentiality Protection. Data encryption is typ-



Algorithm 1: Counter-mode Encryption Mechanism
Input: Py: current block to encrypted

1 Function Encrypt( Py):
2 Ctrog = ctr
3 Increment (ctr) /I Increment the counter
4 if Ctrog = ctrM®  then
. . . . L /I Overflow detected. Change

Fig. 3: Counter-sharing groups during encryption in different encryption key (GC/MoC) or

counter scheme{GC) = Global counter(MoC) = Monolithic increment major counter (SC)

counter (M) = Major counterand(m) = Minor counter /I Re-encrypt memory blocks in G
5 Decrypt(Pi) with old countersEncrypt(P;) with

new counters foP; in {G P}
Encrypt(P:) usingctr

else
| Encrypt(P) usingctr / Only encrypt P,

libraries) is either disabled [30], [31] or audited [52], which®
can thwart previous side channels exploiting shared memogy
(e.g., Flush+Reload [3]). Furthermore, similar to prior side
channel attacks leveraging uncore hardware resources [74f,
[75], we assume that the victim's memory accesses of interest
reach LLC/memory controller due to either system security
policies (e.g., cache cleansing [6], [74], [75]) or programminis variants. Figure 3 illustrates the main design for encryp-
models (e.g., persistent applications [76]). The adversary aiti# counters. The key differences among these schemes are
to launch the attacks cross-core or cross-socket, whichthg group of memory block¢G) sharing the same counter.
plausible as metadata are shared across all cores in the sysfepgci cally, Global Counter (GC) scheme uses one counter
Finally, we exclude attacks that harness physical propertigared among all memory blocker encryption[80], [81].
of the machines as sources of side channels, such as poWee snapshot value of the counter encrypting each block is
consumption and electromagnetic emanations [77], [78], [7$fored as metadata for subsequent decryption. When the global
counter over ows, the encryption key must be changed and
IV. MICROARCHITECTURE(IN)SECURITY IN SECURE whole-memory re-encryption is performed with the new key
PROCESSORDESIGN SPACE (i.e.,Ggc = all blocks in memory). Monolithic Counter (MoC)

In this section, we perform a systematic investigation dpaintains one counter per memory block for both encryption
the architectural design and optimization in secure processd¥8d decryption, which considerably reduces frequency of
The key objective is to examine the fundamental design cof\er ow [82]. Note that over ow of one counter still needs re-
ponents of secure architectures and understand the poterftigryption of the entire memory (i.€Guoc = all blocks in

vulnerabilities that could lead to timing-based leakage. ~ Memory). Finally, the Split Counter (SC) scheme organizes

De nition of Core Elements. Secure processor architecturememOry blocks ‘into_groups (typically covering a physical

: . R page each [13]), each group is assigned a large counter (i.e.,
's built-on three cryptographic primitives: major counter) and a set of small-size per-block counters (i.e.,

Counter-mode encryptio:= p  Enck(s), wherepis a  mingr counter). To encrypt/decrypt each blockused counter
plaintext data chunk within a memory blocR), cis the s formed by combining the shared major counter and its
encrypted chunk anglis the seed. The encrypted chunkgyn minor counter. Writes to a data block increase its minor
() in a block forms an encrypted blok. counter rst. When a minor counter over ows, the shared
Data authenticationM = MAC (C;addry), where maior counter is incremented and only the blocks sharing the
MAC is typically a keyed hash operation (€.9-major counter are re-encrypted (i.6sc = blocks in a major
GHASH [68]) performed over the ciphertext memong, nter-sharing group). Typical SC schemes keef4dit
block C, and 't? block addrleszsddrlb.l - major counter and a group 6# 7-bit minor counters, forming
Integrity tree:hj = Hast(h;, “ k iy, * ki khj %) for  exactly one counter block corresponding to one data page [12],
hash-based integrity tree otr/ = ,!<:1 Ctri'j ! for tree [14], [15], [83], [84]. Such design keeps counter storage
of counters.| is the level of a tree nodey (or ctr!) small and meanwhile reduces overhead of counter over ow
is the parent hash (or counter) node at tfidevel, and compared to the MoC scheme. Note that encryption is done
hi, > (orctr{ ') are the corresponding child hash (othunk by chunk (e.g., 16B for AES-128). Consequently, seed
counter) nodesk is the concatenation operator. The tre@niqueness needs to be maintained at chunk level. To achieve
is constructed recursively where each intermediate nottés, the seed is typically generated by combining the chunk
is a hash (or counter) derived from its child nodes. Thaddress (i.eaddr, and chunk offset) with the block's counter:
root of the tree I§™° or ctr Y is stored on-chip. addrg kctr (e.g., fused counter in SC schemes).

Maintaining encryption counters can bring non-trivial per-
formance overhead. Accordingly, several architectural opti-
To maintain data con dentiality, secure processor archinizations explore more compact and efcient counter de-
tectures predominantly use AES counter-mode encryption signs [14], [85], [86]. Note that in all encryption counter

A. Counter-mode Encryption Design



designs, counters must be updated following every write to
ensure seed unigueness. Since the counter size is nite, these
counters will eventually over ow. As they are shared across
multiple data blocks/pages, over ow in these requires re-
encryption of the entire counter-sharing group along with the
target block write. As highlighted in Algorithm 1, this creates a
metadata state dependesxecution paths: 1) the longer path in
case of over ow, a set of data blocks (together with counters)
are read, re-encrypted, and written back; or 2) the shorter path,
only one data block is encrypted and written baVUL-1). Fig. 4: Different integrity tree scheme = Hash =
Hash operatioh Multiple logical tree nodes form a metadata
memory block (i.e., node block).
MAC is typically computed over ciphertext data and stored

along with it for au_thentication. F_or secure processors Whi“iAIgorithm 2: Data Integrity Veri cation
also keep encryption counters in memory, MAC could be - ,
additionally extended to counter blocks [81]. Alternatively, Input: B //, Miemory bloc.'; to verify

L " Leaf node: N, // The ™ -level ancestor tree
MAC can be maintaineaver each data block and counters node for an attached memory block B
by pairing the data block and its corresponding counters (i.e.,Function Verify( B):
MAC «(C; ctr;addrp) [12]). Such scheme allows integrity Il Assume Block( Ng) is cached
veri cation with tree over encryption counters only. Classicap | for i fom1toL do
designs typically do not cache MAC [13]. Instead MAC is read L Load BlockN,)
from memory for every data read and write. Alternatively, in® Verify (Block(N, ) with N
memory ECC bits can be repurposed to store the MAC [15], | Verify (B) with N2
which allows fetching both data and MAC in a single memory
read. During write, MAC is recalculated and stored in memory.

Memory authentication using MAC does not result in variable )
execution latency differences (i.e., always requires xed MAEECUrity boundary, cached node blocks are trusted. Thus, the

calculation latency and one MAC read latency in classicaforementioned tree traversal path only needs to proceed to
design), hence it is agnostic of program or secure mem rst node block cached on-chip (essentially serving as a

(a) Classical hash tree (HT) (b) Counter-based integrity tree (SCT)

B. Data Authentication

metadata access patterns. témporary root) Without. compromiging s_ecurity [81].
For HT, each node is &ash of its child nodes grouped
C. Integrity Veri cation Tree Design as one node block (Figure 4a). The number of hashes in a

To detect data replay attacks, a hierarchical tree structdede block de nes théree arity. Veri cation of one attached
(i.e., integrity tree) has to be used in secure process&p&MOry block involves matchm_g its hash with its Iegf node
(See Section II-B). State-of-the-art secure processors typicahgsh (€-9-h?), and further verifying this tree node using the
adopt one of the two integrity tree designs (shown in Figure 4)ash in its parent node (.1, = Hash(hj, 'kh;, *k:zkhj 1)).

i) counter tree(CT) where the tree is built primarily with a For CT designs, a node block contains a combination of
combination of counters [14], [15], [16]; iinash tree(HT) countersand an embedded per-block hash. State-of-the-art
where tree node contains hash values [12], [13]. Multipicademic designs [14], [15], [16] use the split-counter tree
logical tree nodes form a tree node block. Each tree leaf no@&CT), where one node block maintains a tree major counter
has a memory blockttachedto it (i.e., covered by the tree). A (ctr ) and a set of tree minor counterstr(), similar to the en-
standard integrity tree has the leaf nodes cover all non-integritsyption counter design in SC mode (Section IV-A). Figure 4b
tree data [13], [81]. However, when the MAC is computeghows the split-counter tree over encryption counters. Each
over coupled data and encryption counters (Section IV-Bjee minor counter essentially serves as the parent node for its
the tree can be built to cover encryption counter blockshild nodes. The tree is constructed such that the value of a
only, resulting in a shorter and more ef cient Bonsai Merklgarent minorFstounter is the sum of all its child minor counters
Tree [12]. Reads of one tree-attached bloflom the main (i.e., ctr! J-k:1 ctri'j 1). Additionally, the embedded per-
memory trigger integrity veri cation through a tree traversalblock hash is computed over its own major/minor counters
This involves loading the node blocks from the leaf to thend its parent minor counter as illustrated in Figure 3, de ned
root node (i.e., bottom-up), and checking the tree nodes alomgh!  Hash(ctr|*! kcir' kctr! kctr! Kk k ctrl ). In

the path for tamper detectioWrites to a covered memorySCT, a memory block veri cation (e.g., encryption counter
block rst activate the same veri cation process as in readhlock) involves comparing the parent minor counter with the
followed by an update to the tree nodes along the path. Sirsxem of the current node block's minor counters (together with
a complete leaf to root traversal introduces considerable metarifying the embedded hash if necessary) all the way to
data accesses, secure processors typically cache tree nadeached node. Note that SCT counters are also subject to
in the on-chip metadata cache. As the processor de nes thwer ow. When a tree minor counter over ows, the current



(a) Data cache hit (b) Counter cache hit (c) Counter cache miss (d) Integrity tree cache miss

Fig. 5: Data access paths of memory reads associated with metadata accesses: a) data cache hit; b) data cache miss and cour
cache hit; c) data/counter cache misses and integrity tree cache hit; and d) data/counter/integrity tree cache misses.

node and all its descendant node blocks' minor counters

and major counters are reset and incremented, respectively.

Accordingly, are-hashingoperation is performed to update

the embedded hash in all the node blocks of this subtree. Intel

SGX uses a variant of CT design, referred to as the SGX

Integrity Tree (SIT) [11], [67], [87]. Different from SCT, SIT

leverages only monolithic counters in tree node blocks [67].

Algorithm 2 illustrates the abstracted mechanism for theig. 6: Latency distribution across access paths (Simulation).

tree-based veri cation in secure processors. To verify the in-

tegrity of an attached block, all schemes require the procedure

of loading node blockto the metadata cache bottom up, whicaching statesPath-1: the data read request results in cache
concludes at the rst ancestor node on-chip. This €XPOSKHs (=), no action is triggered in any security component
a new timing leakage scenario: the latency of the integrittigure 5a). When a last-level cache miss occurs, the data
veri cation path varies according ttree node caching state pjock must be loaded from main memory, decrypted, and
More importantly, as the integrity tree is maintained globallyntegrity veri ed. Therefore,Path-2 represents the scenario
each tree node is shared across a group of attached bloglsen the data block's counter is cached on-chip (Figure 5b).
For instance, in an 8-ary tree, a node block in the rst angh this case, the memory controller (MC) services the read
second levels is shared by 8 and 64 attached memory blogkguest from its read queus { and issues it to main memory.
respectively. Ultimately, an arbitrary memory bloBlsharesat  The returned data block is authenticated using MAC and
least one nod&vith other attached blocks in secure memory. l8ecrypted with the counter- (. Path-3: When the counter
other words, tree node sharing is universal in secure processgi§ses in the metadata cache, it needs to be read from memory
and is independent of regular data sharing, which the TEfst (- ) and then integrity veri ed using the integrity tree
runtime could regulate. The sharing nature of the tree nod@) before decrypting the data §. Figure 5d illustrates the
combined with its caching-dependent veri cation, creates ékecution path when theee leaf nodés cached on-chip, with
new side channel attack surface. Essentially, an advers@ich counter block integrity is veri ed. LastlyPath-4 is

can exploit the timing of secret-dependemtegrity metadata similar to Path-3, with the difference that one or multiple nodes
accesg(YUL-2), in contrast to the widely-understood secreteading to the tree root are not present on-chip (Figure 5d). As
dependentlata accesghat enables numerous microarchitecsych, the integrity tree nodes themselves need to be read from
tural attacks [2], [3], [4], [36]. Moreover, as discussed abovesemory ®) and veried from bottom up before verifying
node updates in counter trees (e.g., SCT) can induce the integrity of the counter (), which eventually leads to
handling of over ow, which introduces much higher latencygata decryption®(). This process introduces multiple memory
Hence, the non-constant write timing (as in encryption cougccesses and hashing operations, resulting in considerable long
ters VUL-1) also exists fotree counterswhich can vary at an and variant latency for the data accesses.

even greater scale with the potentially larger block coverage.gqr data write operations, the counter must be present to

encrypt the outgoing data, resulting in similar behavior as read
operations. In addition to that, data write will also update the
counters, subsequently requiring integrity tree node updates to
This section investigates latency variations in data read akekp the metadata up-to-date. Note that encryption counters
write paths due to metadata management in secure proca® typically updated when data write is serviced by the MC.
sor designs. We primarily focus on the timing of softwarebifferently, integrity tree nodes are only updated when the
hardware interactions that exercise the metadata managenventesponding encryption counters are evicted from the cache.
mechanism to assess their potential for information leakaggpically, alazy updatescheme is employed where only the
Figure 5 illustrates various access paths corresponding itamediate tree node (e.g., leaf) is updated upon encryption
the processor data read operation under different metadedanter writeback, and higher-level nodes are updated when

V. TIMING CHARACTERIZATION IN SECUREPROCESSOR
ARCHITECTURES



Fig. 7: Latency distributions across access paths (Intel SGXjg. 8: Observable memory latency distributions impacted by
counter over ow (Simulation).

dirty child tree nodes are evicted from the metadata cache.
To understand the impact of metadata management on data
access latency, we design a microbenchmark such that the
memory data access path follows one of the paths from
Figure 5. We perform this study in two con gurations: i)
simulate academic designs with SCT [67] and HT [12] (SCT
by default), and ii) Intel SGX hardware with the SIT integrity ~ Fig. 9: Implicit sharing of integrity tree metadata.
tree (See Section VII for detailed experimental setup).

Memory Read Latency. Figure 6 shows the latency dis-

tributions corresponding to various access paths with theé execu_te a timed memory read of a memory block whose
simulated academic design. We observe that different paffidress is in the same memory bank. In SCT, we collect
exhibit highly distinguishable access latencies (between tﬁg'ooo read latency samples for each case. AS_ |Ilustra_teql n
range of30 to 400 cycles). Additionally, the same access patf'9ure 8, observed memory read latency resides in two distinct
(i.e., Figure 5d) can have multiple additional latency level@1€NCY bands that differ in 2000 cycles.

depending on which level of the integrity tree is in cache !N SUmmary, secure processor designs severely exacerbates

prior to the data block access. NotabB0 cycles is needed latency pro I_es due to the complex inter_actions between_ the
in case the integrity veri cation is missed at all levels oMC and main memory. Such latency differences associated
the tree. Note that we observe similar latency distributiof¢th metadata maintenance can be exploited to perform
in a simulated HT-based design. In addition to the simulaté@va mformatlon. Ieakage _attacks. Note that while the prior
con gurations, we also perform latency characterization off°'k [88] proposing optimized and compact metadata man-
SGX-enabled processors (See Section VIII-B for deta"&gement has considered potential covgrt channels due to the
method). In particular, we perform latency characterization f{121ing of metadata cache, our work is the rst to explore
Intel SGX by allocating 80MB EPC data in an enclave anglicroarchitecture security in théesign spacef secure pro-
time the read latency to blocks accessed in a stride pattefRSSOr architectures wiformulation of side channethiat can
Figure 7 presents the latency corresponding to data accBéifest in real-world applications.

paths in SGX. Speci cally, we observe access latency varying
between150to 700 cycles. In particular, arouné50 cycles

is needed for data read from memory when integrity tree leaf
is in cache and abou850 cycles is required when tree node In this section, we present MetalLeak- a side channel attack
blocks are missed at all levels. framework that leverages metadata accesses in secure proces-
Memory Write Latency. The completion of data write from SOrS- We design two variants of MetalLeak: a) MetalLeak-T-
MC in secure processors can exhibit the same set of variatigHaich exploits the shared integrity tree to infer victim memory
due to caching status of security metadata. Different froffCess patterns; and b) Metaleak-C- which harnesses shared
reads, write operations increment the encryption counters (if{Nters to infer victim program secrets.

tree counter in CT), which can potentially lead to counter over- . ) )

ow. As discussed in Section IV, counter over ow handling i Metaleak-T: Exploiting Integrity Tree Sharing

an expensive operation. To quantify the latency distributionsin all secure processor architecture designs, integrity tree
associated with tree counter over ow, we design a microbencis-inherentlyone logical structure per memory controlland

mark to measure the latency of a read operation immediatslyared across all running processes. This leads to a new aspect
following over ow. The benchmark perform@" 1 writes of memory sharing among processes by design. Figure 9
updating a tree counter node, wheareepresents the size ofillustrates how different levels of integrity tree node lead
the tree minor counter. This saturates the counter, ensuringsharing across different regions of data. While physically
that any subsequent write updating this will lead to over owcontiguous memory pages may share tree leaf nodgs (
Subsequently, we perform either a write updating this count@etadata sharing can be achieved among pages separated by
(thus triggering over ow) or a write to an entirely differentlarge data regions through intermediate tree nodés $ince
location (avoiding over ow). Concurrently, in another threadthese different pages access the shared tree block for integrity

VI. METALEAK - SIDE CHANNELS EXPLOITING
SECURITY METADATA



Fig. 10: MetaLeak-T attack steps: ld), eviction through indirect access of non-shared attacker gagea(dD,); b) Victim's
secret-dependent execution; c) Inferring victim secret by reloaNingising non-share® 4 .

Fig. 12: mEvict+mReload operation and corresponding spatial
coverage regions as exploited tree node level changes from leaf

(a) Simulated secure architecture (b) Intel SGX h
to top in the SCT tree.

Fig. 11: Latency trace for transmitting01101001' in
the MetalLeak-T covert channel. Each band denotes one-bit

transmission window (separated by a hit in theundary )
set). A spy'sreload hit of the shared metadata block in thdion and waits for her secret-dependent access to complete.
transmissionset is decoded as bil' . otherwise bit'0" As illustrated in Figure 10b, the victim's data access leads to

either Ns being brought into the metadata cache ji{ is
accessed) or Ng not cached (ifDy is not accessed) .

veri cation, it is possible to exploit a timing attack in a share®tep 3: mReload—Infer Victim Secret through Shared Tree
memory fashion without actually sharing program data. ~ Node Caching State. Finally, the attacker measures the access
We formulate MetalLeak-T that exploits the aforemer@t€ncy of a data blocki{a) whose counter block shares the
tioned implicit memory sharing through security metadat§@me tree block as the victinisy (i.e.,Ns). As demonstrated
Speci cally, MetaLeak-T observes victim page access activitf] S€ction V, the access latency Dia can be used to infer
through monitoring accesses to shared tree nodes. Compdhédcorresponding security metadata caching state. Figure 10c
to data cache attacks, implementing integrity tree cache attadlustrates thaf| fast access t®, means victim access Dy
presents two major challenges: 1) Program execution can offlySteP 2, whereas slow access t®, indicates no victim
directly initiate data access, not metadata access; 2) To obségeSS @y . Based on the data access latency correlated with
tree cache activities, the attacker's process needs to enfdf#9rity metadata accesses, the victim secret can be inferred.
longer access paths (as shown in Figure 5d), which requir@gtaleak-T Covert Channel. We rst demonstrate
additional indirection through counter metadata. To tackMetalLeak-T in a covert channel. In this attack, a trojan uses
these challenges, we design a new exploitation techniqugvo tree nodes (i.e., two metadata blocks) mapped to two
mEvict+mReload , with three main steps (Figure 10): different cache sets for covert communication: one set to
Step 1: mEvict—Evict Shared Integrity Tree Blocks. In thistransmit bit information (i.e., access for bit *1', no access for
step, the attacker ensures that the shared integrity tree bldik’0"), and the other set to de ne a bit boundary. The spy
for observing the victim's activity (i.e.Ns) is evicted from monitors activity in these two sets using mEvict+mReload.
the metadata cache. Since the attacker cannot directly aca®stsveen each access in theundaryset by trojan, if trojan's
integrity tree blocks, it instead creates a set of data blocks (i.access is detected in thensmissionset (i.e., shorter latency
D; andD; in Figure 10a) whose encryption counter blockih mReload), bit *1' is decoded ('0' otherwise). The covert
map to tree nodes corresponding to the same sBksadNote channel transmits 1000 bits using this communication proto-
that the data block accesses must incur miss in data cacb& Figure 11 shows a snippet of the latency trace observed
(and their corresponding encryption counters must also misg the trojan. Overall, we observe 99.3% bit accuracy in
in the counter cache). As such, in order to verify the countSICT (Figure 11a) and 94.3% bit accuracy in SGX's SIT
integrity, the corresponding tree nodes will be accessed, llingon gurations (Figure 11b). Figure 12 shows the average
the metadata cache set containiNg. This ensures that the mEvict+mReload intervals when using different levels of tree
Ns is evicted from the cache after tmeEvict step. nodes as shared memory. Note that the temporal resolution
Step 2: Idle. In this step, the attacker triggers victim execuef Metaleak-T decreases with the increase in tree node level,




Fig. 13: MetalLeak-C attack steps: a) Preset the shared integrity tree counter by writing to attacker-controlled Derandy (
D,); b) Victim's secret-dependent write; c) Inferring victim secret by perfornong write to attacker-controlled blockD(;)

and subsequently timing read latency of a bloBk | not belonging to this sub-tree to detect counter over ow. Pattern- lled
counters indicate the counters updated during each step. The color- lling in blocks denotes the counter saturating status.

but with a higher possibility of sharing due to the larger datater serviced under the arbitration of the scheduling policy;
coverage for a tree node (i.e., 32KB for leaf nodes), whidl) while writes are pending in the write queue, subsequent
increases exponentially as tree level increases. writes to memory blocks present in the queue can get merged
together. These issues can impact both the perceived counter
B. Metaleak-C: Exploiting Counters for Write Monitoring state during preset as well as hinder the attacker's visibility
As discussed in Section IV, when a minor counter ovefN counter over ow by reordering the timed read. To address
ows, all memory blocks corresponding to that counter sharin§€Se iSsues, we ush the write queue by performing redundant
group (or sub-tree of the integrity tree) require re-encryptiofffites to blocks outside of the sub-tree coverage (similar to
(or re-hashing in SCT), which results in highly observabla). Once the attacker observes an overow in the target
latency variations in subsequent memory accesses. This BBUNIer, its state is now known and can be preset to any desired
servation can be maliciously utilized to observe victim writtate. The attacker then perforr#s 2 total writes (for an
activity by an attacker. If the attacker manages to shareNgPit counter) to preset the counter so that it is one write short
counter the victim (e.g., tree counters in SCT), then the counfdrsaturation (Figure 13a).
can be preset such that one victim write will saturate tHstep 2: Idle. The attacker then waits for victim's execution.
counter, allowing the attacker to detect victim write at &s illustrated in Figure 13b, if victim performs one write to
later stage by simply performing one addition write to triggddyv (that shares the same integrity tree countgr)it will
counter over ow. However, effectively observing victim writessaturate the counter. Any further update to this counter will
through counter over ow has several challenges: i) To enstiféggger an over ow. In contrast, if the victim does not perform
that victim write saturates the target counter, the attacker neédiy write utilizing this counter, it remains unchanged
to strategically set the state of the counter prior to victirBtep 3: mOver ow—Infer Victim Secret through Counter
execution, which is dif cult since the attacker does not knowver ow. Once victim execution is complete, the attacker
the runtime state of the counter; ii) Ensuring the attackeffobes the state of the counter to infer if the victim has indeed
timed read gets delayed by the ongoing re-encryption procegsformed any write. As we set the counter 2 2 in
so that it can be observed. To tackle these challenges, miPreset , if the victim performs one write operation, then
present MetalLeak-C- that exploits shared counters with thae attacker write (i.e., td1) will over ow the counter
following three steps (illustrated in Figure 13): (Figure 13c). Conversely, if over ow is not observed, the

Step 1: mPreset—Preset the State of Shared Counter. Th&ctim did not perform any write. We use a timed read
key target of this step is to ensure that the counter is datency toDa to determine if the counter has over own after
to an attacker known state so that it can be probed later R@rforming one write td;.

detect victim's write activity. While the preset state can be While we monitor for exactly one victim write here, these
any predetermined value, for simplicity, we assume that tlséeps can be generalized to infer uptovictim writes by
attacker wants to preset the counter so that one victim wrjpeesetting the counter &' x+1 and observing the number of
saturates the counter. To do that, the attacker rst determinggtes needed to induce an over ow in tmeOverflow step.

the counter state by resetting it. This can be done by the addition, compared to MetaLeak-T, MetaLeak-C does not
attacker continuously writing to many several data blocks thatquire any metadata eviction and can naturally incur without
map to this counter (i.eDq, Do, ...) and after each write, requiring data block eviction (such as in persistent memory
timing the memory read latency by loading a separate memapplications where critical sections are written back to memory
block (i.e.,Da). Note thatD, does not need to belong inimmediately). Note that the temporal resolution of MetalLeak-
the same sub-tree under the counter targeted for over o@.can be limited due to the set of writes needed to over ow a
However, there are two issues that need to be addressedtoiinter. However, under TEE, the attacker can perform ne-
writes are typically not performed immediately, rather, thegrained stepping of victim execution [18], [20], [25], achieving
are buffered at the memory controllersrite queueand attack synchronization even with long attack steps.




Hardware Con gurations

Simulated architecture con guration

Processor Quad-core 000 x86 CPU

L1 I/D-Cache Private, 32KB, 8-way, 1-cycle hit

L2 Cache Private, 1MB, 4-way, 10-cycle hit

L3 Cache Shared, 8MB, 16-way, 40-cycle hit

M 64 RD & WT queue, FR-FCFS, open-row
em. Ctrl.

8-way 256KB counter & Tree cache
Main Memory 64GB, dual channel, 2 ranks/channel
Fig. 14: Spy observed write latency traces from SCT for 4Crypto engine  20-cycle AES latency o s
.. . . L L Encryption Counter-mode encryption, SC (64-bit major, 7-bit minor counters)
transmission window (inferred transmission data is in inset). HT: Hash tree, 8-ary BMT, 6-level tree [12]
Integrity tree SCT: Split-counter tree, 32-ary LO, 16-ary L1-L5 [14], [15]
Leaf level counters: 56-bit major, 7-bit minor

SGX hardware con guration

MetaLeak-C Covert Channel. To demonstrate the practi- ,

. . Processor Intel Core i7-9700K, 93.5MB EPC
cality of MetalLeak-C, we design a covert channel where ancryption Counter-mode encryption, 56-bit monalithic counters
trojan process transmits secret symbols by encoding valugsegrity ree ~ S'1: 56-bit monolithic counters, 8-ary

. 4-level tree, leaf tree node (LO) covers one data page [67], [87]

through the number of writes to a selected memory block
(i.e., modulatingminor countervalues). A separate spy procesJABLE |: Simulated secure processors (Top) and the SGX
infers the trojan-encoded symbols by observing additionahrdware con gurations (Bottom).
writes required before the targeted counter over ows. Singg

i i K i - X encode_one_block (..) {
the processor contains 7-bit minor counters in the integrity> ...
tree (detailed in Section VII), MetaLeak-C can transmit a 7-; ¢~ E(”k“’:delfhf SOSEFF'SFZ‘EZ ) ’{
bit symbol at a time for each counter modulation. Speci cally, 5 it (blockljpeg_natural_order[k]] == 0) {
in the mPreset step, the spy presets the minor counter.S }”e*ls?e (
Subsequently, the trojan issueswrites, which corresponds | s
to the 7-bit symbol to transmit. Finally, the spy decodes the) ./ *(n%*i‘éc'; f&;g”g‘g&”%ﬁgeﬁff?”}t *

symbol by checking the number of additional writes for the:

over ow. If the spy needan additional writes to trigger the |** ?

over ow, then a secret symbol with vall®& m is decoded. Listing 1: Exploited gadget itibjpeg
Notably,mOverflow alsoresetsthe counter to 0. As a result,

themPreset step is essentially not needed after initial setup. . .
We perform expsriments Withymultiple runs of 1000-symb(%“ Attacks on Simulated Secure Processor Designs
transmissions. Figure 14 shows a snippet of the trace for 4we demonstrate Metaleak side channels against an image
consecutive transmissions. Our results show that MetalLegkecessing application in the secure processor architecture
C can manifest as a highly accurate covert channel with @ith a split-counter tree design (SCT) over encryption coun-

average 99.7% transmission accuracy. ters. The application uses the open-sodicfpeg library,
to convert input images to compressed JPEG format. The
VIl. EXPERIMENTAL SETUP algorithm rst generates blocks of AC coef cients for input

image blocks. A per-block entropy is computed by applying

To systematically evaluate microarchitecture security e Huffman coding over the sets of AC coef cients, which
secure architectures, we investigate representative designsepresentchanges in image patterns across blackbe en-
both academic works as well as real-world hardware withopy blocks are leveraged to derive new blocks of compressed
SGX. In particular, for SGX, we setup the system on atoef cients, which are utilized to generate the output JPEG
Intel Core i7-9700K processor and run the attacker and victimage. Listing 1 shows the code snippet of #code_-
processes inside enclaves. Due to the lack of commeraimle block() function from libjpeg that updates the
prototypes for academic proposals, we extensively model statempressed coef cient blocks by scanning the entropy array
of-the-art secure architectures [12], [14] using the cycle-levéle., block]][] ). An attacker observing victim accesses to
gemb simulator [89] under full system simulation. We modellines 6 and 10 in Listing 1 can obtain the execution trace and
combination of secure architecture con gurations consideringarn about the status of the entropy (i.e., coef cient change),
mainstream encryption and integrity checking schemes (witthich contains information about discernible features in the
SCT [14] and HT [12]). The key architecture parameters ioriginal image (i.e., sharp color gradient changes). Afterwards,

the simulator and Intel SGX are listed in Table I. the attacker can launch a local image conversation pipeline
with libjpeg starting from a blank image. During this
VIIl. CASE STUDIES OFMETAL EAK ATTACKS process, the inferred entropy information is used to guide

the generation of the compressed coefcients, which can
In this section, we perform case studies on real-worfptentially yield a local image similar to the original one.
applications to evaluate the proposed Metaleak attacks inl) Exploitation using MetaLeak-TWe observe that when
secure processor architecture designs. encode_one_block() function executes lines 6 or 10,



successfully recover zero-elements in the entropy blocks with
97.2% accuracy.

B. Attacks on Systems with the SGX Processor

Intel's TEE solution (SGX) incorporates one of the most
comprehensive implementation of secure processor architec-
tures in the industry. Particularly, SGX (i.e., SGX client)
integrates counter-mode encryption and tree-based integrity
veri cation for data stored in a protected memory region,
called Enclave Page Cache (EPC). Based on prior studies [67],
[87], Intel SGX managed by the Memory Encryption Engine

Fig. 15: Image reconstruction from the libjpeg program. (MEE) maintains an 8-ary 4-level counter tree. Each level
denoted a& 0, L1, L2, andL 3. L3is the root level secured on-
chip. Each 64B tree node block consists of eight 56-bit mono-

either variabler and nbits is loaded, which correspondslithic counters and a 64-bit hash. At the leaf leveDJ, each
to two different pages by default. Accessrtbits indicates tree counter covers 8 encryption counter blocks, collectively
a non-zero change of coef cient and access tis used to Mapping to one page of EPC data blocks. As a result, for an
delineate each loop iteration. To obtain tree node sharing wiiPC page (with indey) and a speci ¢ integrity tree level),
r andnbits , we exploit the per-core free page managemefite set of EPC pages sharing a tree block with pagethel™
mechanism in the Linux operating system to precisely migvel can be derived as: B Al + xjx 2 1;2;::;Algg.
victim pages to the attacker-controller page frames [58], [9Gpiven a victim's physical block or page to monitor, an attacker
The two data pages are positioned with their correspondifgn determine the EPC pages sharing the same integrity tree
encryption counter blocks attached suf ciently apart in thelock with the target at the desired level. Speci cally, a group
SCT. The attacker then carefully allocates two data blocRé 1, 8, and 64 consecutive EPC pages share the same tree
Da1 andDa> such that their encryption counter blocks shar@lock in LO, L1, and L2, respectively. Note that unlike the
the leaf-level tree node block with those of variable and Metaleak-T attack demonstrated in SCT (Section VIII-Al),
nbits , respectively. Once the desired sharing is achieve@ie attacker cannot exploit the leaf level (i.e0) in SGX
the attacker launches mEvict+mReload to observe the victing#ice onel 0 SGX tree block maps to only one physical page,
access. Figure 15 illustrates the original input images and t&ich would not be shared between two domains (no explicit
reconstructed images based on the observed access patterndat@ sharing). As a result, we target the shared tree block in
highlight the maximum possible leakage using this functiok,1 by allocating attacker's physical page such that it is within
we include theOracle case, which reconstructs the imagéhe same 8-page group as the victim's target page. Finally,
based on page accesses detected through code instrumentadig@n the large size of counters used in SGX's integrity tree
With an overall accuracy 0B4.3%, we observe that the (56-bit monolithic), triggering counter over ow is impractical
reconstructed images are close to the oracle cases, and retgier MetalLeak-C. The related SGX parameters are shown in
considerable details of the original images. Table 1. In this section, we demonstrate cryptographic secret
2) Exploitation using MetaLeak-C:We further mount leakage from SGX using Metaleak-T.
MetaLeak-C against the vulnerable codelijpeg  (List- Attack Setup. Before mounting Metaleak, the attacker must
ing 1). Specically, as shown in line 6, the variable be able to fulll two prerequisites: i) obtain latency pro le
is also updated if the corresponding coef cient change @brresponding to different levels of metadata availability on-
the block in the image is zero. Such write activity can behip (Figure 7), and ii) share speci c integrity tree block with
potentially observed using the MetalLeak-C that manipulatése victim. As a privileged attacker with control over OS,
counter over ow to monitor memory writes. With MetalLeak-attacker can directly observe and control which EPC frame is
C, the attacker achieves a minor counter sharing at2fle provided for victim enclave page allocation through OS inter-
level of the tree in the verication path of, using the vention, allowing attacker to create integrity tree co-location
same technique in Section VIII-Al. Following the attaclat preferred level. Additionally, attacker can use the SGX-
formulation in Section VI-B, the attacker perform¥reset  step framework [25] to monitor and frequently interrupt victim
on the shared tree counter. After victim execution, the attackamclave execution to performEvict operation. In particular,
performsmOverflow to determine the number of additionalwe interrupt enclave execution every 500 cycles (by setting the
writes required for over ow, thereby detecting if the victimAPIC timer interrupt frequency) to ensure mEvict+mReload is
performed any write ta . If mOverflow needs only one performed at each required victim iteration.
attacker write, this means the victim performed a write to 1) Attacking Modular Exponentiation ifibgcrypt
r. Note that attacker writes to update tree counter (duriye now demonstrate MetalLeak-T on vulnerable cryptographic
both mPreset and mOverflow ) are distributed across dif- algorithm implementations. The RSA algorithm in
ferent data blocks to avoid over owing counters below th&bgcrypt 1.5.2 uses the square-and-multiply arithmetic
target level (i.e., encryption counter). Overall, MetaLeak-C cdnode snippet shown in Listing 2). In this algorithm, either the
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