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ABSTRACT
Trusted execution environment (TEE) offers data protection against
malicious system software. However, the TEE (e.g., Intel SGX) threat
model exacerbates information leakage as attackers can enhance
and denoise the observations from hardware-based side channels
through controlled victim execution (i.e., replay). The replay mech-
anism is especially critical for side channels from physical traces
(e.g., power consumption) that not only vary instantaneously but
also necessitate successive modulation for observability. In this
paper, we identify and characterize the key limitations of exist-
ing replay techniques for speculation attacks. Our study unveils
that architectural support for transactional memory (i.e., Intel TSX)
can be leveraged as a highly efficient replay primitive for tran-
sient execution. Based on this observation, we design TMPlayer, an
efficient and high-resolution TSX-based replay framework for en-
clave victims. Built on top of TMPlayer, we present PowSpectre- a
novel replay-based transient execution attack using software-based
power side channels (via RAPL) that can exfiltrate secretive enclave
data accurately in the speculative domain. We evaluate PowSpectre
using case studies on several representative SGX binaries. Our eval-
uation shows that PowSpectre can exfiltrate unintended secrets in
enclaves with very high accuracy. We perform a gadget analysis in
SGX libraries and identify widely-existing code patterns that are
power differentiable for PowSpectre. Our work highlights the need
to synergistically understand the impact of speculation security
with the introduction of new hardware functionalities.
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1 INTRODUCTION
Hardware-based side channels have raised unprecedented security
concerns in computing systems. These attacks exfiltrate sensitive
information in software through monitoring hardware resource us-
age due to secret-dependent program executions [34, 35, 61, 66, 95].
Particularly, these side channels can be manifested by modulating
either: i) hardware-maintained states (i.e., persistent states) in nu-
merous processor microarchitectural components (e.g., caches [61,
66, 90, 95], branch predictors [8, 33, 34], and TLBs [37]) or ii) implicit
and ephemeral states including occupation on shared structures
(e.g., interference [9, 13, 74]) as well as physical properties (e.g.,
power and EM [8, 57, 97]) associated with hardware activities. The
development of transient execution attacks further empowers such
side channel threats [10, 16, 24, 25, 51, 58, 71].

As the threat of advanced attackers in malicious environments
continues to escalate, integrating hardware-based trusted execu-
tion environments (TEEs) has become imperative. Pioneered by
Intel’s Software Guard Extensions (SGX), TEEs take the proces-
sor as the foundation of trust, providing isolated execution for
applications running within enclaves [30]. This offers confidential-
ity and integrity protection for enclave data, even in the case of
compromised system software (i.e., malicious OS). However, nu-
merous studies have revealed that the security guarantees of SGX
are not always upheld, with the system being vulnerable to various
side channels [55, 58, 68, 71, 75, 78, 80–82]. SGX exacerbates infor-
mation leakage by allowing the presence of powerful, privileged
adversaries with system-level control capabilities (e.g., interrupt
handling). SGX attackers can utilize fine-grained execution control
to build highly accurate side channels through victim execution
within the enclave. This is particularly useful for stateless side chan-
nels (e.g., contention status and physical properties) due to their
susceptibility to inherent noise [13, 57, 75].

Equipped with the capability of privileged system-level control
by adversaries, prior studies have proposed replay mechanisms that
allow multiple (and potentially unbounded) re-executions of cer-
tain secret-operating instructions (or instruction sequences) while
stalling the forward progress of the victim [75, 79]. As side channels
can be sensitive to interference, these techniques are extremely use-
ful to denoise side channels against an enclave. So far, two classes
of replay techniques have been studied: i) exploiting frequent timer
interrupts to trap the enclave in the endless exit/resume loop (i.e.,
zero-stepping [79]); or ii) utilizing page faults to enforce repetitive
executions from certain fault-inducing instructions (e.g., Micro-
Scope [75]). While such mechanisms can successfully augment
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classical microarchitectural attacks, the practicality of replaying
transient execution attacks is not well explored. Our investigation
reveals that existing approaches fall short of such a purpose. Specif-
ically, we observe the existence of a serialization effect of ERESUME
(i.e., the instruction to resume into the enclave) that zero-stepping
anchored on for re-execution. As a result, it only achieves execution
rewind and cannot transiently execute instructions after ERESUME1.
In contrast, we find that page fault-based replay involves complex
page walk operations, which can introduce non-deterministic per-
turbations to side channel measurements (e.g., power consumption),
thereby restricting the accuracy of secret inference.

Based on the above observations, we investigate novel instruc-
tion replay capabilities exploiting hardware transactional memory,
specifically using Intel TSX [40]. With the low-overhead hardware
tracking of memory accesses during transactions and the provision
of fast retry mechanisms through a userspace abort handler, TSX al-
lows instructions to be repeatedly executed in the event of an abort,
effectively functioning as an instruction replay primitive. Ironically,
prior studies have suggested using TSX to safeguard enclaves from
privileged exploitation, such as page fault-based attacks [21, 43],
positioning it as a potential countermeasure for replay-based side
channels [75]. Furthermore, when considering both effectiveness
and implementation cost, a TSX-based approach is potentially one
of the most promising defenses against cache attacks [21, 38]. How-
ever, our investigation reveals that TSX not only fails to defeat
replay attacks but can also be harnessed to strengthen transient
instruction replay, essentially transforming the tool into a weapon.
Unlike prior attacks that utilize TSX to manipulate/monitor cache
states [32, 82] and fundamentally rely on the cache being vulnerable,
we exploit the intended nature of TSX as a replay primitive.

In this work, we present PowSpectre- a novel TSX-based specu-
lative execution replay framework that exfiltrates enclave secrets
using power side channels via the Intel Running Average Power
Limit Interface (RAPL) [6]. To the best of our knowledge, PowSpec-
tre is the first attack that leverages instruction-based power leakage
to amplify power observation for speculation leakage, which can
manifest even with themost recent version of hardened RAPL [5, 57].
Importantly, with the exploitation of inter-instruction power differ-
entiability, the proposed attack manages to perform fine-grained bit
stealing using highly distinguishable power observations even un-
der Intel’s most recent microcode update with hardened RAPL [1, 3],
which can defeat state-of-the-art power-based leakage attacks [57].
To overcome the shortcomings of prior instruction replay mecha-
nisms, we design TMPlayer–a TSX-based mechanism that replays
instructions for transient execution with a high degree of precision.
We implement two variants of TMPlayer: 1) TMPlayer-E that utilizes
conflicts on the readset/writeset to trigger transaction aborts, and 2)
TMPlayer-I which exploits in-transaction interrupt for efficient TSX-
based replay. Notably, the new replay primitive can make practical
noise-prone power side channels, which cannot be easily annulled
via microarchitecture-level countermeasures [21, 38, 43, 65]. We in-
vestigate the efficacy of our proposed schemes on two generations
of Intel processors (i.e., Skylake and Coffee Lake). The evaluation
shows that TMPlayer can achieve 100% replay with extremely high

1In other words, zero-stepping only replays ERESUME, which is sufficient in prior
attacks [71, 78] as they target enclave registers loaded on chip by it.

resolution (i.e., up to 45K replays/second). Additionally, PowSpec-
tre is able to infer enclave secret bits in transient execution with
¡95% accuracy under both TMPlayer variants. We perform two
case studies of the proposed attack against the Intel SGX SSL library.
Our results show that PowSpectre can exfiltrate cryptographic keys
with accuracy up to 94%. Finally, we identify power-differentiable
gadgets that can be leveraged by PowSpectre. Our findings reveal
widely existing exploitable code gadgets for PowSpectre in repre-
sentative SGX libraries (including SSL and LibC). In summary, the
main contributions of this paper are:

• We investigate state-of-the-art instruction replay mecha-
nisms and unveil their pitfalls as well as limitations for re-
playing speculation attacks. We then identify Intel TSX as
the new replay primitive for transient execution and design
TMPlayer, a high accuracy and low overhead replay attack
framework for enclave victims.

• Using TMPlayer, we design PowSpectre, a novel replay-based
power side channel that can accurately exfiltrate enclave se-
cretive data accessed in the speculative domain. Notably, we
show the first attack that can manifest under Intel’s most
recent microcode update mitigating prior RAPL-based infor-
mation leakage.

• We demonstrate real-world attack capabilities of PowSpectre
through i) leaking cryptographic key in RSA, and ii) stealing
private plaintext in envelope-mode encryption from Intel
SGX SSL library. PowSpectre achieves high bit-stealing ac-
curacy with a modest number of samples.

• We analyze power-differentiable PowSpectre gadgets in rep-
resentative SGX libraries and categorize the identified gad-
gets based on their bit-leaking accuracy. Our analysis shows
the existence of abundant gadgets exploitable for PowSpectre
to leak speculation data.

• We discuss potential mitigation strategies for PowSpectre.
Our work highlights the need to rethink the security impli-
cations as hardware functionalities are utilized in processors
for protection.

Responsible Disclosure. Following the practice of responsible
disclosure, we have shared our findings with the product security
team of Intel.

2 BACKGROUND
2.1 Hardware-based Side Channels
Microarchitectural security. Program execution leads to changes
of microarchitectural state changes. Such side effects, if depen-
dent on program secrets, introduce information leakage observ-
able through side channels (e.g., timing). Microarchitectural at-
tacks have been demonstrated on many hardware components
such as cache [32, 61, 91, 94, 95], branch predictor [24, 25, 34], fron-
tend buffer [69], execution port [13] and memory [22, 23, 54, 67].
To mitigate them, various microarchitecture-level protections are
presented that either isolate/limit the access to shared resources
(i.e., transmit) [2, 15, 26, 50, 60, 76] or disrupt the observation (i.e.,
receive) [8, 14, 62, 66] through such a side channel. These de-
fenses can be either always on, or can be selectively enabled on
demand through periodic contention monitoring [20, 44, 89, 92, 93].
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To protect commercial-o�-the-shelf machines, system-level tech-
niques such as constant-time programming that eliminate secret-
dependent data-/control-�ow are proposed [18, 22, 23, 34, 36, 64],
which typically requires software rewrite by programmers.

Speculation attacks. Speculative execution [51, 58] transforms
microarchitecture side channels to more severe information leak-
age. Speci�cally, exploitation of transient instruction execution can
lead tounintended data accessin the speculative domain, which
could then be leaked through a microarchitectural side channel [51,
58, 87]. Existing system-level defenses for speculation-based ex-
ploitations generally attempt to prevent the malicious trigger of
mis-speculation (e.g., branch poisoning) [45, 46] or stop specula-
tion altogether (e.g., for security-sensitive branches) [47, 77]. Note
that these techniques do not o�er complete security as they either
introduce non-trivial overhead or can be potentially bypassed with
more advanced attack techniques [10].

Physical side channels . Processor hardware activities can in-
�uence physical states such as power, EM emission, and acous-
tic signals [42, 49, 52, 73]. Generally, this leads to side channel
exploits leaking coarse-grained secrets (e.g., website �ngerprint-
ing) [41,52,72,73,96]. Recently, software interfaces exposing power
measurements have shown to make power side channels exploitable
remotely [56, 57, 97]. Speci�cally, Intel and AMD systems provide
a software interface to monitorrunning average power limit(RAPL)
for di�erent domains. Prior work reveals that it is possible to in-
fer instruction operandbased on power observations via the RAPL
interface [57]. In response, the system community has released
countermeasures that block userspace access to the power mea-
surements. Additionally, Intel has released microcode patches [5]
to downgrade the power reporting to a model-based approach [3],
which claims to defeat state-of-the-art RAPL side channels.

2.2 Trusted Execution Environment
TEE provide data security for user-de�ned regions of application
calledenclavesthrough hardware-enforced encryption and attes-
tation. SGX encrypts enclave data using on-chip hardware and
stores it in o�-chip Enclave Page Cache (EPC), protecting it from
malicious OS/hypervisor and physical attacks. SGX provides a set
of instructions and SDK functions for enclave operations, includ-
ing i) EENTER/EEXITto enter/exit an enclave; ii)ECALL/OCALLto
call trusted/untrusted functions from outside and inside the en-
clave; iii)ERESUMEto restore the enclave after a context switch (e.g.,
kernel space switch to handle exceptions/interrupts). To protect
architectural registers holding enclave secrets at context switches,
the enclave performs an Asynchronous Enclave Exit (AEX) that
securely stores its contexts, including all architectural registers and
Enclave Instruction Pointer (ERIP), in an EPC region, called State
Save Area (SSA). During the enclave resumption (ERESUME), this
SSA is restored, and the enclave execution is resumed from ERIP.

2.3 Intel Transactional Memory Extension
Transactional memory is a high-performance alternative to explicit
locks (i.e.,MUTEX) for concurrent accesses to shared memory in
parallel computing. It executes a group of memory operations as one
transaction, where all or none of the operations in a transaction are
completed, thereby maintaining global visibility of the operations.

Intel TSX is a hardware implementation of transactional memory
which tracks transactionally accessed cache lines (i.e., readset) or
modi�ed cache lines (i.e., writeset) in hardware (i.e., extension of
cache coherence). If a violation of transactional property is detected,
TSX provides a userspace abort handler to retry the transaction or
use a fallback mechanism. If no abort is detected during the course of
the transaction, all updates to the writeset are committed, marking
the completion of the transaction. Interestingly, by utilizing the
hardware tracking of readset/writeset in TSX, a line of defense is
introduced against SGX attacks [21, 38, 43, 65]. Speci�cally, such
defenses use TSX to i) ensure enclave data always stays in cache
during execution, hiding secret-dependent data-�ow [38,43]; and ii)
suppress page faults to prevent controlled-channel attacks [21, 43]
and replay [43, 75].

3 THREAT MODEL
Our threat model is consistent with recent attacks that exploit
vulnerabilities in Intel SGX and speculative execution techniques.
This threat model aligns with pre-existing works exploiting Intel
SGX [57, 75, 78, 79, 81, 83]. Despite ongoing e�orts to mitigate
speculative execution attacks, these exploits remain feasible, as
demonstrated by recent research studies [10]. To safeguard data in
SGX environments, the victim process is running within a secure
enclave. We assume that TSX is available in the system. Note that,
although Intel disabled TSX due to TAA, it can be enabled at user
discretion through boot �ags in supported platforms. Moreover, we
note that hardware transactional memory (TM) is a critical architec-
tural feature that o�ers high performance software parallelism. We
envision that such support will be provided in certain forms in the
future. It is important to understand the implication of transactional
memory for microarchitecture security, a problem that severely
concerns both academia and industry.

We further assume the attacker can obtain power measurements
of the processor on the victim machine. While current Linux-based
systems no longer o�er userspace access to RAPL interfaces through
sysfs , power consumption can still be read by a privileged attacker.
Recent microcode updates from Intel can obfuscate power observa-
tions through RAPL to mitigate side channels through power [5].
This patch downgrades power reporting to a model-based approach
in systems when SGX is enabled. In this study, we will investigate
the practicality of power side channels where systems are equipped
with the original accurate vanilla RAPL interface as well as under
the hardened RAPL with the most recent microcode update.

4 UNDERSTANDING EXISTING REPLAY
MECHANISMS

Instruction replay is a technique with which the attacker obtains
precise control of victim execution and executes the same instruc-
tion or a sequence of instructions (i.e., target instructions) consecu-
tively without requiring the victim's re-execution. This technique
typically coordinates externally generated system events (such as
interrupt or exception) with the victim execution so that target
instructions are executed, but the architectural state of the program
counter (PC) register is not incremented. Consequently, when the
victim execution is resumed after servicing the interrupt or ex-
ception, it will execute according to the program counter, thereby
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Figure 1: Timeline for timer interrupt-based replay.

re-executing the target instruction. By repeating the same proce-
dure, attackers can achieve successive executions of selected victim
instructions without committing [57, 75, 79]. In this section, we sys-
tematically investigate the two state-of-the-art replay mechanisms
and demonstrate their limitations in achieving the speculative side
channel through power.

4.1 Timer Interrupt-based Replay
One possible way to realize replay is to exploit interrupts, as shown
in works such as zero-stepping [79]. When the processor receives
an interrupt, the CPU core typically completes the instruction at
the head of the reorder bu�er (ROB), squashes other in-�ight in-
structions, and transfers control �ow to the interrupt handler. In
enclave execution, an AEX is performed before handling the in-
terrupt. After interrupt processing, the enclave resumes execution
by executingERESUME. Previous works highlight two main zero-
stepping use cases: 1) trapping enclave execution at the end of
ERESUMEto load enclave registers (secrets) in the SSA for later steal-
ing [71, 78, 81]; 2) repetitively executingERESUMEand one or more
subsequent instructions, aiming for side e�ects (e.g., power) leading
to a collective side channel [57]. For successful replay in either case,
it is crucial to ensure that for each round:Ê ERESUMEis executed,
and Ë only ERESUMEis committed. Figure 1 depicts the enclave
execution timeline and the interrupt arrival window required for
successful replay. Notably, the timer interrupt must arrive between
ERESUMEbeing at the head of the ROB and its retirement. Due to
processor pipeline uncertainties, zero-stepping faces replay failures:
if the timer interrupt arrives too early, the processor may trap in an
interrupt handling loop without executing subsequent instructions,
including ERESUME; conversely, if the timer interrupt interval is too
large, the execution window may extend beyondERESUME's retire-
ment, leading to execution/commit of subsequent instructions, in
which caseERIPadvances and zero-stepping fails.

To investigate the impact of timer-based interrupts on instruc-
tion replay, we design a microbenchmark (Figure 2a) using the
zero-stepping framework [79]. The target instruction is amovqin-
struction loadingdata from memory, scheduled to execute after
ERESUME. The APIC timer triggers just before themovqexecution.
We adjust the interrupt handler to check if the memory block of
data is cached and �ush it if so. Enclave execution begins with AEX,
followed by the interrupt handler routine. If the enclave executes
the movq, it will bring data to cache. We vary interrupt intervals
and execute the experiment with 100K timer interrupt triggers,
logging each execution round as a sample. Each sample records

(a) Illustration of the microbenchmark under test.

(b) Execution statistics with zero-stepping.

Figure 2: Instruction replay capability with zero-stepping. In
Figure 2b, ZS and N-ZS represent samples with successful
and failed zero-stepping, respectively. The inter-interrupt
time is set in the unit of APIC timer interval.

whetherÊ the replay is successful (i.e.,ERIPdoes not advance) and
Ë the load instruction (�rst instruction afterERESUME) is executed.

Figure 2b presents statistics on zero-stepping success and load
instruction execution, as the time between interrupt arrivals varies
from 15to 25APIC timer intervals2. We observe that cache misses
to data consistently occur in all successful zero-stepping samples.
Conversely, failed zero-stepping samples exhibit cache hits, indicat-
ing load instruction execution. These results are consistent across
two di�erent CPUs (i.e., i7-6700K and i7-9700K). Our evaluation
reveals a previously unknown observation:Instructions after
ERESUMEdo not execute until it is retired . We hypothesize this
serialization is due toERESUMErestoring critical enclave registers,
necessitating completion for correct execution. This has critical
implications for replay capability. If the timer-interrupt is received
during ERESUME's execution window (Figure 2b), upon the comple-
tion of ERESUME, all in-�ight instructions are �ushed before the
handling of the interrupt. Thus, successful zero-stepping cannot
advance instruction execution �ow overERESUMEspeculatively.
Zero-stepping solely serves as anexecution rewindandcannot re-
play instructions. We note that Platypus [57] mentions zero-stepping
could be leveraged to replay instructions for power observations.
However, as expected based on our experimental �ndings, we are
not able to reproduce the replay similar to [57] using zero-stepping
with timer-interrupts.

4.2 Exception-based Replay using Page Faults
Prior works have demonstrated that a privileged attacker can de-
liberately set page faults to induce replay [75, 79]. For example, in
MicroScope [75], the attacker clears thepresent bit of the victim
data page, causing a page fault when a targeted instruction (�4)
in the enclave accesses it. Instructions following�4 may execute
transiently in a manner similar to Meltdown [58]. Once�4 is at the
2An APIC timer interval is the value by which the timer counter must change before
an APIC interrupt is generated.
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Figure 3: Timeline for page fault-based replay.

head of ROB, the page fault is detected, and all instructions in the
pipeline are discarded (including�4). An AEX is then performed to
save the enclave context, and the processor execution transitions to
exception handling. The attacker can tamper with the page table to
clear the present bit again and �ush the TLB. Upon restoration with
ERESUME, the same instruction will induce a page fault exception
again, leading to repeated execution of instructions following�4.

Figure 3 outlines the timeline for replay using page faults in the
enclave. Notably, the exception occurs precisely at the execution
of the enclave instruction (�4). Unlike the timer interrupt-based
mechanism, page fault-based replay allows processors to advance
over ERESUMEas each round ofERESUMEis permitted to commit.
Consequently, subsequent instructions, including�C, can advance.
While this mechanism enables speculative execution and replay
of a sequence of instructions, it has several limitations:Ê Page
faults trigger TLB misses and page table walks, requiring multiple
memory loads, limiting replay resolution (replay frequency), and
introducing non-trivial and non-deterministic noise to an elastic
timing channel (e.g., power);Ë Page faults frequently trigger the
page fault handler, potentially prompting partial page table walks
and leaving a system-level footprint that can be relatively easily
captured. Previous studies have shown the e�ectiveness of (i) non-
preemptable code segments (suppressing synchronous exceptions
like page faults) [43, 65] or (ii) enclave-maintained timers to detect
each AEX [21], both mitigating page fault-based instruction replay.

5 EXPLOITING TSX FOR INSTRUCTION
REPLAY

In this section, we explore the challenges of reusing transactional
memory implementations in modern processors (i.e., Intel TSX) as
instruction replay techniques. Prior instruction replay techniques
are either incapable of replaying (in the case of APIC timer inter-
rupt) or exhibit non-trivial overheads (Section 4). While TSX allows
for the re-execution of transactions in case of an abort, there are
several challenges that must be addressed to repurpose it as an in-
struction replay technique. These challenges include: i)how can the
attacker trigger TSX abort deterministically?; and ii)how to achieve
zerofailure by exceeding the replay window?In this section, we will
address the challenges and demonstrate how this feature can be
maliciously manipulated to construct highly e�cient replay attack
methods for the purpose of extracting sensitive information.

Abort rules in Intel TSX. Intel TSX provides synchronization
across parallel threads via transactions instead of explicit locks. A
transaction represents a group of memory loads and stores, succeed-
ing only if all accesses remain valid. To ensure this, Intel de�nes

(a) Eviction-based (TMPlayer-E).

(b) Interrupt-based (TMPlayer-I).

Figure 4: TMPlayer-based instruction replay.

severalabort signalsthat may indicate a violation of transaction re-
quirements:¬ explicit abort (XENDinstruction),­ syscall or nested
transaction,® memory access violation/con�icts (e.g., read-after-
write or write-after-write), ¯ exception (i.e., page fault),° OS inter-
rupt, and± cache eviction of readset/writeset. If any of these signals
are detected during the execution of a transaction, the transaction
is aborted, and an execution �ow is transferred to a user-space
abort handler, which typically retries the transaction.

In the event of a transaction abort, the transactional section
is re-executed, e�ectively making the transaction hardware itself
the replay agent. Signals¬ , ­ , and® are not attacker-generated,
while ¯ , ° , and± can be triggered by attacker. Attackers can
induce page faults for̄ (Section 4.2), con�gure an APIC timer
for ° (Section 4.1), or perform cache eviction of readset/writeset
for ± . As inducing page faults can generate non-trivial overhead,
we focus on using interrupts and cache eviction as the primary
primitives for TSX-based replay. Consequently, we present two
variants of our replay techniques: (a)TMPlayer-E , which uses
cache eviction as the abort signal, and (b)TMPlayer-I , which
uses an APIC interrupt event as the abort signal. In the following
discussions, we demonstrate how the attacker can address all of the
aforementioned challenges in both TMPlayer variants. Note that the
availability of such transactions in the enclave can be widespread
in future systems. Many SGX defenses highlight the use of TSX as a
straightforward way of preventing cache and page fault-based side
channels in SGX [21, 38, 43, 65]. In the presence of these defenses,
the entire enclave code is wrapped inside multiple transactions,
creating the wide availability of transactions in the enclave.

5.1 TMPlayer-E- Cache Eviction-based Replay
Agent

Intel TSX ensures data validity during transactions via a hardware
tracking mechanism, marking cache lines as readset or writeset.
This involves expanding the L1 cache and last-level cache, with bits
indicating transaction access to each cache line. Speci�cally, the
TX-ReadandReadsetbits are set when a transaction sends a "get
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message", and theTX-Dirty andWriteset bits are set when a trans-
action sends a "get exclusive" or "upgrade" message[39]. Tracked
cache line eviction triggers transaction abort. We exploit this be-
havior for an e�ective instruction replay technique. We call this
technique TMPlayer-E (Figure 4a). TMPlayer-E has three stages.
¬ The attacker �rst identi�es anabort triggerby determining a
cache line accessed during a transaction. The attacker then gen-
erates an eviction set, which is a group of cache lines that evicts
other cache lines from a certain cache set when accessed in entirety.
In particular, we generate the eviction set where each address in
the eviction set belongs to the same L2 and LLC set following the
eviction set generation method for non-inclusive cache [90]. This
ensures that the attacker can performcache directory-basedeviction
of the abort trigger without occupying the same physical core as
the victim [90], and hence spatial or temporal core-sharing is not re-
quired.­ The attacker continuously accesses this eviction set from
a separate physical core to evict the trigger cache line.® Finally,
the victim enclave execution is triggered, eventually accessing the
trigger cache line, and bringing it into the transactional tracked
set. Thus, when the attacker evicts it due to accessing the eviction
set, an abort signal will be sent to the transaction within the victim
enclave, triggering subsequent re-execution of the transaction. By
doing so, the attacker can deterministically trigger the abort sig-
nal (i.e., as soon as the trigger cache line is evicted) and abort the
transaction without failure.

It is important to note that to avoid explicit synchronization
between the attacker's eviction thread and the victim enclave exe-
cution, the chosen trigger cache line should be �rst accessed within
the transaction after executing the target instructions (i.e.,�C). This
ensures that the trigger cache line will only be a part of the trans-
action after the target instructions (�C) have been executed. The
overhead due to cache eviction is highly repetitive and stable, and
can be easily �ltered out from any monitored signal using a pre-
determined o�set. Unlike previous cache side-channel attacks that
use secret-dependent cache access as a secret leakage medium,
TMPlayer-E exploits cache eviction as an abort signal.

5.2 TMPlayer-I - APIC Timer Interrupt-based
Replay Agent

TMPlayer-I utilizes precisely con�gured APIC timer-based inter-
rupts to abort ongoing transactions. Intel TSX aborts a transaction
upon receiving an interrupt, forming the foundation of this tech-
nique. The key property of interrupts is that they are handled on
instruction boundaries, meaning that the interrupt arrives after the
retirement of the instruction that is currently at the head of the
reorder bu�er [80]. As a transaction comprises a set of instructions
rather than a single one if the interrupt arrives after executing the
target instruction (�C) but before the transaction's completion, the
transaction aborts and re-executes (Figure 4b). The key di�erence
between TMPlayer-I and other interrupt-based replay techniques is
that TMPlayer-I uses an interrupt to abort a transaction. The timing
intervals between the APIC interrupts are crucial, as they must be
long enough to reach the targeted instruction (�C) but shorter than
the overall execution time of the transaction. If this timing can be
maintained, the transaction is guaranteed to abort without failure.

(a) ` Code 0xB8 (b) ` Code 0xF0

Figure 5: Cumulative distribution function (CDF) of power
consumption for two di�erent execution paths.

Fortunately, the execution time of a transaction is usually determin-
istic if all required cache lines are in the cache, which is typically
the case after a few initial iterations of transactions. Therefore, the
attacker �rst determines an optimal interrupt timing interval by
executing the same instructions in the transaction from their own
enclave and then con�gures the APIC interrupt to arrive after that
interval for the duration of the attack. The overhead caused by
the interrupt handling can be made negligible by con�guring the
periodic APIC interrupt only once [79].

6 POWER SIDE CHANNEL IN SPECULATIVE
EXECUTION

In this section, we present PowSpectre, a speculative information
leakage attack that uses power side channels in SGX.

Power di�erentiability for instruction execution. Prior stud-
ies have shown that it is possible to distinguishinstructionsand
operandsusing power side channels through RAPL. Intel has since
released a microcode update [1, 3] that addresses these issues by
downgrading RAPL measurements to model-based reporting in
systems with SGX enabled. While it is assumed that this mitigation
is su�cient to prevent previously demonstrated leakage through
RAPL measurements [57], our investigation revealed that such a
mechanism is not secure enough to prevent instruction di�erentia-
bility. We collected 10,000 RAPL measurements (each measurement
taken for the execution of 50,000 instructions inside an enclave) for
running eitheradd instruction or cmpinstruction with the same
operands. If everything else remains the same, these two instruc-
tions should have similar power signatures in a properly mitigated
system. We ran this experiment on an Intel 9700K system (addi-
tional experiment setup can be found in Section 7). The results
in Figure 5 show that even with model-based power reporting, an
adversary can still observe di�erent power signatures (shown as the
CDF curves) for di�erent instructions. This �nding demonstrates
that the hardened RAPL interface still allows attackers to infer the
internal activities of the processor by distinguishing executions of
di�erent types of instructions or instruction sequences.

Power di�erentiability in the speculative domain. Power side
channels are inherently coarse-grained, sensitive to system-level
noise from various hardware activities. Speculative execution wors-
ens these issues with additional branch predictor poisoning and
mis-speculation overhead. To understand their impact, we con-
duct an experiment by repetitively executing an instruction with
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(a) Baseline: no mis-speculation or enclave execution

(b) In-speculate: with mis-speculation

(c) In-enclave: with mis-speculation inside enclave

Figure 6: Power signature of representative instructions in
di�erent execution environments ( ` Code 0G�0).

three con�gurations: i)non-speculative non-enclave(referred to as
baseline), ii) speculative non-enclavewith userspace branch target
poisoning (i.e.,in-speculate ), and iii)speculative in-enclavewith
kernel space branch poisoning after every execution of the target
branch (i.e.,in-enclave ). Figure 6 illustrates power pro�les (PKG
domain) for representative instructions. We observe distinct and
non-overlapping power signatures are observed for these instruc-
tions in the baseline settings (Figure 6a). Crucially, despite branch
mistraining overheads, the majority of instructions exhibit distinc-
tive power pro�les under in-speculate (Figure 6b) and in-enclave
settings (Figure 6c). Power di�erentiability across instructions per-
sists when appropriate instructions are selected. We quantify dis-
tinguishability by calculating the accuracy of instruction detection
using correlation analysis between power observations from a slid-
ing window of 100 samples against a pro�led dataset (10K samples
for each instruction). Table 1 shows an average accuracy of around
� 90% for instruction determination in the in-enclave environment.

6.1 Overview of PowSpectre Framework
In this section, we present the PowSpectre framework. The key
insight behind PowSpectre is that the enclave's secret value in the
speculative domain can be made to determine transient instruc-
tion executions that are power distinguishable. Unlike classical
side channel attacks, one major challenge for the realization of
PowSpectre is the need for a precise and lightweight instruction
replay mechanism. This is becausea single execution of a short
instruction sequenceis unnoticeable on power measurement. Addi-
tionally, since the code gadget with power di�erentiable paths is

Con�g. imul clflush add sub mov cmp vpaddd vpxor vorpd Avg.

baseline 98% 99% 96% 95% 97% 99% 95% 89% 92% 95.6%
in-spec 93% 97% 86% 85% 87% 89% 95% 96% 96% 91.6%
in-encl 94% 93% 79% 85% 89% 80% 91% 95% 91% 89.1%

Table 1: Instruction detection accuracy for each sample.

Figure 7: Overview of PowSpectre framework.

unlikely to reside within the TSX transaction code block, PowSpec-
tre has to manipulate speculation to execute the leaky gadget in
the transient path.

The high-level attack procedure is illustrated in Figure 7. As
depicted, a power di�erentiable gadget is situated outside the scope
of the TSX transaction. However, through the use of branch poison-
ing, the attacker redirects the control �ow and executes this gadget
in the transient execution path (¬ ). After the gadget is executed,
the transaction resumes, and if an abort signal is received (­ ), the
transaction is terminated, and the abort handler is executed (®).
The transaction is then re-executed from the abort handler (¯ ).
The branch poisoning is performed by the userspace IRQ handler
routine, which is triggered either by an abort signal in TMPlayer-I
(° ) or via another APIC interrupt in TMPlayer-E. This poison-
ing is performed from the same physical core as victim execution.
This process is repeated to collect the necessary amount of RAPL
samples. Now we discuss the key attack steps in detail.

Step 1:Identify exploitable gadget and obtain RAPL traces
for pro�ling. In this step, the attacker selects two gadgets: i) a con-
trol gadget (� 2) that is located within the victim's regular program
execution path inside the transaction; and ii) a transmitter gadget
(� C) that contains two transient instruction execution sequences
conditioned on a speculative secret(denoted as4; and4A, correspond-
ing to ¶ and· ). Eligible� 2 gadget should include an indirect jump
that, when poisoned, can transfer the speculative control �ow to
� C. � Ccan be any code gadget in the enclave memory with power
di�erentiability for two di�erent paths. After identifying the (� 2,
� C) pair in the victim process, the attacker can generate power
pro�les by executing the two instruction paths in the enclave. With
each RAPL measurement, we compute a power sample (B) based
on the energy consumption within the past interval. We collect
a trace() ) as a vector of= consecutive power samples when cer-
tain path is repetitively replayed.) ; and) A represents a trace for
4; and4A, respectively. In this step, the attacker records multiple
traces corresponding to each execution path and records them to
generate individual power pro�les (i.e.,%; = f) ;

0•) ;
1• ”””•);8g for 4;

and%A = f) A
0 •) A

1 • ”””•)A8 g for 4A).
Step 2:Set up instruction replay and branch poisoning. In this
step, the attacker sets up replay primitives for� 2 and� C. Speci�-
cally, a)for TMPlayer-E, the attacker selects a trigger cache line that
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